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NHCTPYKIUSA
0JIb30BaTe st HHPOPMALHOHHBIX CHCTEM MEePCOHATbHBIX JAHHBIX
no odecnneuenuro 6ezonacuocTu UCILIn

Oosi3annocTH mosab3osarenass UCII/In

ITonw3oBarens 00s13aH:
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IIpu pabore ¢ JOKyMEHTamMH, COJAEpXKALIUMHU IIEPCOHAJIBHBIE  JAaHHEBIE,
PYKOBOJCTBOBATHCS TpeOOBaHUSIMH OpraHu3aluOHHO-PACTIOPSAUTEIBHBIX
nokymenToB MCII/IH. Ctporo cobmonarhk ycTaHOBIEHHBIE IIpaBUia 0OecredeHus
0e30MacHOCTH IEePCOHAIBHBIX JAHHBIX IpH paboTe C MpPOrpaMMHBIMH H
texHuueckumu cpeacreamu UCIIJH.

UcnonwzoBare UCIIJIH /Ui BBIMOSHEHUS CIIy)K€OHBIX 3aJad B COOTBETCTBHH C
JIOJDKHOCTHON MHCTPYKIUEH.

UcnonszoBary s poctyna k MCIIJIH cOOCTBEHHYIO YHMKaIbHYIO YYETHYIO
3amuch (JIOTUH) U TIapOJIb.

XpanuTth B TaitHe maposu u PIN-koxbl, obecrieunBaTh (GPU3NYECKYIO COXPAHHOCTD
kiogeBoro Hocutens pocryna k UCII/H.

He nomyckare mpu paGore ¢ MCII[IH mpocMOTp IOCTOPOHHUMH JIMIIAMH
NePCOHAIBHBIX JAHHBIX, 0TOOpakaeMbIX Ha auciiee APM.

brnokupoBare skpan auciiess APM mnaposipHOW 3acTaBKOM IIPH  OCTaBJICHHH
pabouyero mecra.

[To BceM BompocaM, CBSI3aHHBIM C 00€CIEYEHUEM 3alUThI IEPCOHATBHBIX JaHHBIX,
coziepKaIuxcs B 0asax JaHHBIX, © paboTe co CpeJCcTBAMH 3alUThl HH(OPMAIH,
Bo3HuKaronMu 1npu  pabore B MCIIJ[H, oOpamarbca K aJIMHHHUCTPATOPY
UH(POPMAIIMOHHON OE30IIaCHOCTH.

Hememrenno mnpekpamarb 00pabOTKy IE€PCOHANBHBIX JAHHBIX H CTaBHTh B
U3BECTHOCTh aJMHHHCTpaTOpa HH(POpPMAIMOHHONW GE€30IaCHOCTH IPH II0J03PECHUN
KOMIIPOMETAIIUH T1apOoJisl, @ TAKXKE IPH 0OHAPYKEHUU:

- HApYILICHUH [IEIOCTHOCTH TIoMO, Hakeek Ha [I9BM (mepcoHanbHbIe 37IEKTPOHHO-
BBIUMCIINTEIbHBIE MAlIMHbI), [PH HAJIAYAH TAKOBBIX, WIM HMHBIX (HaKTOB
COBEpPIIECHUSI B €ro OTCYTCTBHE IONBITOK HECAHKIIMOHHPOBAHHOI'O JIOCTYIIA
(HCI);

- HECAaHKIIMOHUPOBAHHBIX HM3MEHEHHH B KOH(UIypallu¥M IIPOrpaMMHBIX — HJIH
anmnapaTHbIX cpeacTB APM;

- OTKJIOHCHHI B HOpPMaJbHOW paboTe CUCTEMHBIX W IPHUKIAIAHBIX I[POrPAaMMHBIX
CpeJICTB, 3aTpyAHSIOMUX OKcIUTyartanuio APM, BeIXoma Hu3 CTpos WIA
HEYCTOWYHBOrO (yHKIHOHUpOoBaHUs APM;

- HeNpeayCMOTpeHHbIX KoH(purypanueit APM oTBofoB Kabeneil ¥ IOAKIIOYEHHBIX
YCTPOMCTB.

HemeuieHHo HHMOPMUPOBATH OTBETCTBEHHOTO 3a o0ecredeHue Oe30IacHOCTH

IepPCOHATIBHBIX JaHHBIX Npu ux obpaborke B MCIIJIH B ciyuae oOHapyKeHHs

HOIBITOK HeCAaHKIMOHUpoBaHHOTO noctyna K UCIT/IH.

Hemeenno UH(POPMHUPOBATH COTPYAHHKOB, OCYILIECTBIISIOIIUXCETEBOE

agMuHucTpupoBanue OV, mpH MOSBIEHHH COOOIIEHHH OT IMPOrpaMMHOIO

o0ecrieyeHHs] aHTUBUPYCHOW 3alllUTHI O BO3MOXKHOM BHPYCHOM 3apaxkeHud APM



WIM BO3HHKHOBEHMH HeHCIpaBHOCTel (cOoeB) B  paboTe CEpBHCOB H
uH(pOpMaIOHHBIX pecypcoB OY.

3. JleiicTBus, 3anpemennsbie nojab3osaremio UCII/In

[Tons3zoBaremo UCII/{H 3anpemaercs:
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[TpemocTaBisaTh JoCTyn K HH(pOpMaLMH, COAEPKAIUEH IEPCOHAIBHBIC JAaHHBIC,
JIMIIaM, He JONYIIEHHBIM K UX 00paboTke.

3anuchIBaTh ImapoJib Ha moObIe HOCHTCIIH, B TOM YUCIIC 6YMa)KHI>Ie.

Coobuiarh (WIH mepeaaBaTh) MOCTOPOHHHUM JIMIAM JIMYHBIE KIIFOUH MIIM aTpHOYTHI
nocryma k pecypcam UCIT/H.

[TpuBnekaTh TOCTOPOHHUX JIMI[ JUIS IPOU3BOJCTBA PEMOHTAa WX HacTpoiiku APM,
0e3 corjacoBaHHs C OTBETCTBEHHBIM 3a OOECIIEYEHME 3allUThl II€PCOHAIBHBIX
JTAaHHBIX.

PaGorarb ¢ MNEPCOHAIBHBIMH [aHHHIMA B IPHCYTCTBUU IIOCTOPOHHHX (HE
JOIYIIEHHBIX K JaHHOH UH(OpMAaI|K) JIULL.

CaMOCTOATEeTbHO HW3MEHATh KOH(HUIypaluio annapaTHO-IPOrPaMMHBIX CPEJICTB
NCII/IH.

OcCyIIecTBIATh JCUCTBUS IO TIPEOJOJCHUIO YCTAHOBJIEHHBIX OTPaHHYEHUH Ha
noctyn k UCTI/Tn.

OTKIIIOYATH HIIH U3MEHSTh KOHGUTypanuio cpeacTs 3amuTel nHGopmanuu MCIT/a.
YcranasimuBaTh Ha APM nporpamMMHoe obecrieueHue, He CBSI3aHHO€E ¢ MCIIOJIHEHUEM
CITyXeOHBIX 00513aHHOCTEH.

4. Ilpasa moan3oBarenss UCIIAn

[Tonp3oBarens UCII/{H nmeeT npaso:
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[Tonyuats momoinps mo Bompocam skciuryatanuu HMCITJIH oT OTBETCTBEHHOro 3a
cucremy 3amuThl nHpopmarmu (nanee - C31) UCIT/Tn.

OGpamaTbest KCOTPYAHUKAM, OCYLIECTBISIOIMM CETeBOe aJMHHHCTpupoBanueOY,
10 Borpocam JoocHammeHuss APM TeXHHYECKMMH H IPOrPaMMHBIMH CPEJICTBAMH, He
BXOJAIMMH B IutatHylo KoHdurypamuio APM u HCIIJIH, HEOOXOMMMBIMHA I
ABTOMATH3AI[MH JEATCIIbHOCTH B COOTBETCTBHH C BO3JIOXKEHHBIMH Ha HETro
JIOJDKHOCTHBIMH O0SI3aHHOCTSIMHU.

[TogaBaTh COTPYJHHMKAM, OCYIIECTBIISIONIMM CceTeBoe aaMuHucTpupoBanue OV,
TpeUI0KEHHUS 10 coBepieHcTBoBaHUIO hyHKunonuposanus UCII/IH.

OtBercrBennocTs nojab3oarens UCIIAn

[Tons3oBarens UCIIJIH HECET OTBETCTBEHHOCTH 3a:
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O6ecneueHue 6e30IIaCHOCTH EPCOHATBHBIX JaHHBIX IpH uX o6pabotke B MCIT/H.
Hapyurenue paGoTocrocoGHOCTH WK BBIBOJ U3 cTpost cucTeMbl 3amuTel CII/IH.
[IpeHaMepeHHble  JEHCTBHS, IIOBJICKIIHE MOAMGMHUKALMIO MM YHHYTOKCHHUE
nepcoHaspHbIX JgaHHbIX B MCIIJIH, ®W HeCaHKIMOHUPOBAHHBIA JIOCTYN K
nepcoHatbHbM JaHHBIM B UCI1/IH.

Pasriamenue nepcoHaIbHBIX JAHHBIX.

[Tonmp3oBaTenb, UMEIOIMIUN paclIMpeHHble MpaBa «OIBITHBIM I0JIb30BATENb) HIIH
«AJZIMUHHCTPATOp», HECET OTBETCTBEHHOCTh 3a KOPPEKTHOE (YHKIIMOHUPOBaHHE
npuKiIagHoro nporpammuoro obecneuenus: MCII/H.

3a HapymieHue HacTosed NHCTPYKIMU K MTOJIb30BATEIO MOTYT IPUMEHATHCS MEPhI
JIUCITUTUIMHAPHOTO BO3ACHCTBHUSL.



6. IlpaBuia pa6oTsl B HHGPOPMALMOHHO-TEJEKOMMYHHKANHOHHBIX CETAX
MEKIyHAPOIHOro HH(POPMAIHOHHOT0 00MeHa

6.1.Pabora B MH(DOPMAIHOHHO-TEIEKOMMYHHKAIIMOHHBIX CETAX MEXIyHapOIHOIO
uHGOpMaHoHHOTO oOMeHa - ceru MHrepHer m apyrux (nmanee — Cers) Ha
snementax UCIIJ{a no/KHA POBOJMTHCS TOJBKO MPHU CIIy)KeOHON HEOOXO0MMOCTH.
6.2.ITpu paGore B CeTn 3anpemiaercs:
- OCYIIECTBIIATH paboTy MPH OTKIIOYEHHBIX CPEJCTBAX 3aIlUThI (AHTHBHPYCHBIX

H JIPYTHX);

- mepenasath 1o CeTH 3amuinaeMyio HHpopManuio 0e3 UCIoIb30BaHus CPEICTB
¢ poBaHuUs;

- ckauyuBath u3 Cetu nporpaMmMHoe obecriedeHne U Ipyrue Gaiisl B
HECITYKEOHBIX LIEJIsX;

- IIOCENIaTh CalThl COMHUTEJILHOM penmyTaluu (caThl, CoAepKaLIUe HEJIETalIbHO
pacmpoctpansemoe nporpammuoe obecrieuenue (I10), caliTel 3HAKOMCTB, OHJIANH
UT'PHI U IPYTHE).

7. TlepevyeHb HOPMATHBHBIX JOKYMEHTOB, HCI0JIb30BAHHBIX NPH pa3padoTKe JAHHOIO
nopsiAKa.

7.1. PerjaaMeHT 110 IPOBEJCHHIO KOHTPOJIBLHBIX MEPOIIPUATHN U PEarupoOBaHHUIO Ha
HHIMICHTHI HHpopManmonHo# Oe3onacHocty (MHCTpyKiMs nojbp30BaTess Ha
clly4yail BOSHUKHOBEHUSI BHELITATHBIX CUTyaLui).

7.2. UHCTpYKIUs aaMUHECTpaTopa HHGOPMAIMOHHOH 6€3011acHOCTH.

7.3.Pa3pemuTenpHast CHCTEMA JOCTYIIA K IEPCOHAIEHBIM JJAHHBIM, COJICPIKAIIMCS B
6a3ax ganubix UCIIJH.

7.4. MHCTpYKLHMSI 110 UCIIOIB30BaHHUIO IIApOJIEH.

7.5. TlopsmoK pe3epBUPOBAHMUSI i BOCCTAHOBJIEHHS pabOTOCIIOCOOHOCTH TEXHHIECKHX
cpencts (TC) u nporpammuoro obecriedenus (I10), 6a3 TaHHBIX ¥ CHCTEMBI 3ALIUTE
unpopmarmu (C3U).
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